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1. RSB ETE
RISEEE (NYSE:-TUYA |, BARRIFR IR "KAT) BN 10T FRFR, IEEKE
B RITE, EEmM. ofM B, FRE. FEFNITWERAER. ET2IK
NER, IMBZHSMEERENEREE, REEHFFLRIRE. 2RAEE. BEHW

FERAR=AE; REMZAZEHRENZEME, ITEFILEFABFREES.

s:
* Firmware on connect
o -
+ Software on server
« Software for users (App) l Delivering loT PaaS
Delivering Finished Consumer Electronic Smart Devices
4

OEMs

1.1 RBEENA

FREEEETERNE R, XNESLSNEERRENEERER, AERELRETRE.
RE. RENZRS . RIBABLCIESLIEHRLERESN, HAFRESTRE RN
99.9%MIITERS . FBRBETARERLECNERRS TR, AEREXERFRHEN
ERIIE)ARSS, RIESMIRERIREER IR,

AETFaRtIEN BRE T BBRHBE4T R SDK SHARTENSTE API, EIYS
RN FE, R TEGT BNAR MR, RASEFRNR™EE. @N, ZFaEEE
BN ERATERREAE AR, 1FENEEBE RMBMRRIERERSS.

1.2 FRREREMNES

RV TRAEFRE ATE. KENTSEMERE loT IZARSS, UISEMRIESS
FEHBPROEIENETRE. MBEENTEL. RITRE: RIETUEERP AL, U

TERNANER, KITREREOYEMEALR, TEWRNENRS T, WERENT
e
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TALRERERR, H—URZHNBERREREFENRBENEELRRLE S —.
RTRBXERR, RLI T FTEENZTZHFEEYIMMNBERSNEENE. T2
HARZE RIENEIT, TSR, SP. BENEIRERF.
ZARBROFILEFENEE. RENTHRFE, ANFRBEYaRERNNZTERE.

2. ZeRfE

FBNTTRBETE LNRSHNERERENTEEENIZE, WiRHNTRS T NEMMEE
HEREMRR, EFBTTA App SEHFIRA VG (EHE(ER SDKHENFBTRER
FECREENMAREE (¥R 225%) , SFEEGN App NREEM. TENEMRTR

FE. FBUREFERREREHERERTERE:
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__________________________________________________________________________________________

N T5#H Mgz IZHn ®MRzs IS8z Bizs
BUMIRE  “xm @ mw moM 9E ©E

RIS BEtRIER A B RE

21 RBENRETE

ABTETIREEHNBNEENRSF LD, HRSNBASFER—ATITETS,
HFRREEENEENEIMIRE, MERENRE.

FR LR EESHRELREN RS R E R ERENBETZEMARZCEAMBNR
ERST AT WIELHIFEAZR, RETTaNRECHNBERS, ILRIPFRET

MNZxizE, MRFEEES. APRBRLNEENRZE., TRESEEFRTUT:
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o HiELE: BEFPESUHENRREPNUSHIEESNEZEERE, eAKRESIRA. 5%
55%. SREMEBURRASNELE;
o HEiZHIEE: MERMEUIBENIHCNREE, SFEAFEE. TUREE. SHKIES;
¢ THRFILE: BESTEMR THUSHEXNARGENETZER, 8ENAMRSED
Migit. k. &, BENEREFLE.

22 FRNRERME
EFAERRISTRIRRL RNR, FEFBRRENZERENZAERAT. R

EFFERIILIBECHGR. EFREERGTRESNREEE.

BETIR55 SDK F &89 App, HRISIURMBRAZY;, (BEFIEN APP BARMHZERIE.
NTFET RIS R OEM App SURISIRIAEFIARSSHY App MVEUERZEHL. RALBERF
BXER, BRBRFRAURERZSHUEBEEF AR, LRIVER, FRLEEMENERR
HE LR RN EBRS.

3. SAlFEmSIAL

IS8T EFMY BN E EIERITWER, ABRSEIASEHIERSD, £5Fa. App. &
@SR REUIERAERT.

FAEETEFRERNE. BERESTEREBTFEMNG . BERESTEREETF
P-RRENARBN, FAHETPFEEERESCERERERZENE,

#1525 T 2EERRAAEERBFUINECRAZACHNERERBESREINERE
5.

R 25 FEBENELDS, F25 THRXNEMITENTIENES,

B, RIS BB =ALERS. BWMNFITNHTEE, WIEARET RIEETE
MERErEIENLEE.

Bal, RIBEABIEHRS T EWNHEITIMNERRENEMSHEIAL 2—KRAFZ

MANLERY loT BRRF SRIBMHE, FIHAE, BTS2 MERRENRAMREBAXRIA

]
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IEFISHNER, AEFPHHENRLZ2FRENN. EPEEUTEARE:

3.1 ISO/IEC 27001

t)f;i ISO/IEC

27001
Information Security
Management

CERTIFIED

ISO/IEC 27001 RIEREZEERAR (ISMS) EfrtneE, AZKREARBIHGTERRE

BEARRHTREXBRES. RBINEER:

o ETSKMEYSE, EIL. XLie. BT, Wi, TR, #PTSEERRE;

o NTHREDINEE. TEEMAIANY, R THENIARZN, BITHEARALNR
=EERIE, ARHFERRFRE;

e BfEPDCA ik, HENHEERLEEEE,

3.2 ISO/IEC 27017

t)f;i ISO/IEC

27017
Cloud Security
Management

CERTIFIED

ISO/IEC 27017 AGITENEEXEAERMTES, BEIHEIHNCNERRER
#ll, MIXS ISO/IEC 27002 1 ISO/IEC 27001 #RERIESME R, EEAEHN
FRESIRMEIRIE T BESEEREIEIXTEES.

BIBTRT ZEMNLEH, KO ISONEC 27017 BEH, TNRPTRITSHEATRAE
PRAAERIESEE, BIER T AR TFaREERToRSNERERIAR.

3.3 ISO/IEC 27701
RISTIRTF T ISO/IEC 27701 [RAMKEIANLE, H—FENE T RIS E BRI LSRR
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ARAE TS ENR S

bSi ISO/IEC

27701
Privacy Information
Management

CERTIFIED

ISO/IEC 27701 [RFAZEEER ISO/EC 27001 2L EE AL ISO/IEC 27002 B2
EHINRHT R, E2—DEMEERFINERR, ARIPTARLRMIES, SFFALN
AEIEBNAGE, FHENIREST T HREAIREFAEN.

EERMRIPHERIEE, EXEERREHRIUSERROEM LRIP P (D AFIRZNE
B) BILSIER. FRNES 1S027001. 1S027001 1 1S029100 MR{ELHK. 2 BAIEX

IERRMATIRE, HFS5RAMFRPINESERN.

°
bs" CSASTAR
Cloud Security
CERTIFIED

R IT NESHEELENEWMSEXEE., STAR ZZREIHLEE— T2 IR4THIARS,

3.4 CSASTAR

EENNS ZRSEXNSERE, £ ISO/NEC 27001 FIHEEIRA . RT M5 HEEY
AiEE, TReHKE (BA CSA, XE—RIERFIMAR, HEGETHI SitEAS
ERISR(ESLR) FFRFHEL T ZIERER (CCM) , ZEHH—MTW TFEREF X,

HMET TREMEREIE BIEHIEE.

#1525 STAR TIHER 2R, FHFABESREERARRIERTES ZLETL

FEBRATE L, BT EEN—F,
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3.5 1S0O 9001

RISEREEEATS 1SO 9001 AL,

ISO 9001 RHEKRFE—TREBEREARITE BS5750 (BSI #25) H{Liskad, 1SO 9001
ZIES AR EBNAANREER. ER— T RARAMNRIEAS - RRAEMEFINES
MHRFAATERMN, B E R mERS R . SRS K o = el AR5 LAY
IR, BRBEEL REXERENER,

CHREEEASR, BBV SRLMMBNRE BT, BINREERE RN FLA
BT, RV EEEATPAER. SEAREERARNENY, EtWRRS MK
HIRRA,

3.6 Bl GDPR 3SiEmiH

BRE2 B AEURIRIP S M (GDPR) B7EIRIPER A R BUMER 5T X HUE TR E AR
ANERZZE, BRETENTFHRIPIENER, HIRETSHNELAME, KARSE
WFENRE A RESMERRIPAENT M. SRMRERBEA.,

B, JRIBELIRIS TrustArc B GDPR &R E , BiT5 TrustArc BIIS1EXRR, ¥
GDPR ER#HTTHEEMEITHEZ, FIA TrustAre RIFEHINEMBEZTS, KB—&
ERAARERHIANBAL R, RENHMLESEER, SIEHMNIT GDPR &ML,

TrustArc B EFIFENRISEN, THAERDERLNEEN4N GDPR &/,
8.7 XEMNM CCPA ZREIEIH

EZEMMERBIRFER(CCPAET 2020 F 1 B 1 HIERNAEN, EREMIEE BB RN

MEEL2HRIP, CCPA BKINNZEEREA R HEIRFILIE.

RISEBEESIRTS Trustarc B9 CCPA SHLINIEIRS . 7£5 TrustArc FIEKIES1E, RIGITHE
ERZANLT SHEMSFRARIR, AEBERLIHESZE2HEAMAAT R, RID

TSRS KT BRI TEE LG
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3.8 EPC - TRUSTe 1>\ BaFATAIE

RIET—FHES, EXNET TrustArc BITEALERFAIAIE(EPC), HIRSRFAIMEIRS, EBE
RISFe 0 SENE T FRFABCRFMBRTABIZH, R ISHIRIAF B W SR E IR RS AIMESR P £
FEIT BRI ER

TRUSTe

a\ " Certified Privacy
Powered by TrustArc |

3.9 AICPA SOC2 Type Il FHiHRE

HEEEMSIHBHEMABITE, SoC2 Typell REIBZ 2T —ITNEIAIL, BT HR
RESMNBREMERIE, RIPEWAEREEFEN, SRISIRFIEE soc2 BiHER T
RISTERIFE P IRAAIIIER ST E R RIMEKE,

3.10 FRRPMFE=2%

B SRR RE RIS EEEH E(GB/T 22239-2008 (EEXERHAR ERAARES
RARIPEARER) E=RMUNLLIEITER, BRERSTE LEFPNERRRESZRFRY
ZREIENHRANEEER,

3.11 ETSI EN 303645 TALE

ETSI EN 303645 2R A FATEEEBTF loT F=RELLRANNE, ZRAIREEENEHE %
LB RREBEXRSONERE, BRSNS EAMBEMTRMATETE. B
RHBRY BN BB 2%, RIERFR. 2B EMYBRN~REFSIRITEEER
BN, ZIFSIYBEMT=RMELSHNEN GDPR 241, Bei%E B §iEFEHEHAYER
EBERETIZIERRAER,

RIS BE WBR3 (WIFI+BLE XX#%) #4181 7 TUV SUD B9 ETSI EN 303645 JUVFAIIAIL,
FEFRIBTE WIFI F1BLE R EMNINLEER A TERIHEERF 0T FRRERA
tfE, iR T GDPR BRFEIERIFEM., ZINEFIRE, RATRGWTRE, 1E

ERIET, RISHEEBRE, EERBEEINREA @, HIRETE =1 GDPREH.
-
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AR, FIBE R ERRNMRENLZEN™RTRS.

3.12 ioXt = R 2 INIE

ioXt INER RN EE—— MM ESHEIHRMEBENEZ ZINEITR, ioXt BXEEH SR,

Amazon, T-Mobile. Comcast SEFAKLiIZEE S ELEAES &, MMH ioXt SmartCert

B @il APP BiLERENTEANXTSEERNHRBAEL.

o - 7
X

I O -~ -

internet of secure things
HEZEH, BISSEIT 2 1 APP & 9 SUSMM oXUAE, HIISRISEWEEAPP. Ha8
i& APP, 1RA RIS 5 WBR3N, CB2L, CB2S, CB3L, CB3S, CBLC5. CBLC9. CBU.
CBU-ipex,
3.13 HitA
RIBNSAE INRLAMEN, SRRETUHS, E—NERESRIENNEIERS
MR SHIRE, S ERNES RSFRMBIPEXIEE, HBE=SR2BS
AR AL RIPEXRFTAN, THERITRBALESANER, FLESERBN.
DEERSAFRERPER, OERE, ZEMMNIZEEEMMNE oT HEVEE, 8
EREE S RN BRSBTS, BISEET T A E AR, FRAT
BH LIRS RIS RRLBR,
SIS hIE TR, RS A B SRS = S TR S A0S 2T
BEP,
3.14 M A
HIREASE B RS ERERNBALSMERISEENES, FBEEIMANERAR,
SEBVPFT—RNE, SHBUWARHME. SAEENRRESHTRELEITHN,

HPSEITRIIAASEXERREEEENESE NS 1ISO/IEC27001:2013.
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ISO/IEC27017:2015, ISO/IEC27701:2019, CSA STAR ZEXEIAIE. AICPA SOC2 Typell
FIENZER, 261 S GDPR, CCPA FHXAREMMNER., BERATISIRER
EEREERAZNAEUREEZEERERANERYE, HRIBERFAESMNR, #1TE

B,
4. ZEAEMEEN

4.1 mEGEAREBE

Tuya Platform Applications Developer Kits

No-code IoT Data aT Industry Intsligent Open APIs SDK
Development Analysis Development Davelopment
Platform Platlorm Suite Wt

BTP :
Al Algorithm Service Service Support System
Bussiness

e lligent Manuf s
Platform Security & Compliance Defender aj Intefligent Manufacturing System
ul
loT Device Management Intelligent Business Capabiliies

Virtualized Device

OTAEngine computing

TTP(Things Technology Platform), @—" T B loT ERAEETES, ETH MR

SR EMBENREL, BA 10T Core AIZOSTHMIRERIER. BN, AL, MEEAVEE

OTA Engine HIREFHRIRHA— OTA RISFIEIE D FUNARS | FEIRIRE OTA KB 12X
EIEIRE  Event Hubs 9 izl SS1R M RIFMEUIRFEEMBEITH, FE L MRS EIR
o SIRERTULRRFIIREZEFMHEES BT Virwalized Device Computing M IR IEE

PEMFEES BT loT Edge SEAMMAERIREZRANTUDRER, FEME. B— K8 10T BFE

ERE N Eipll SR EERREE.

BTP(Business Technology Platform), @\l ARBIBEI il FRERIARS DMERCHARSZHI A
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3 R MR ARB WS FEMAREFaIEEN . RS ZEDMREL UK
MEA. BNREABNWSMETRSERHAT T EEN D UFKRETHMRSERER
S ST R AT EER T W AFRAE . B8N SmartHome System RIRITUE 7 iR 18 S FXT
SmartHome U3 &\ FIRARFNEE N &R AN RERLAE /AR SRIRIBM A NFKE . LZBhERk.
BEIRE. @REFFTUENNZEAN. PHSFTRAEERRAREN . LENAANERR

BERHRIESUFLAEEHETUER BTP FHEEN.

AEP(Application Enabling Platform), B & RIS SN AN AEEH . RIBTFSUTRBF
RER TUWAREMES KEUEDTTEE  BEB W Saas FUSHHNBERANEF, (F
RERHEFECNWSHRIEREN ILFREFEDAE, FREENH BI—EZEN
API, SDK FMEATBEYF R IR RBRETIW , FIREH R, FRERBFEOTZ KRN, E
HISER RLRISRE S  [EENR IS NIRRT ES R BIEREN .,

HHRNTTFEBAFF &S, ¥R https: //docs. tuya.com/zh/iot,

4.2 mRSFENFHER

RIS TR TR SRR ER:

1. ERAMBERSFRERMAE, BARKFERKIS,

2. DItEFREREMRE.

3. HENNESEKCENRSENERLTEEGM. FEMERILR.

BRI BEANEEN T RS 2R MAE, 81 Amazon, Azure, BBz,

ISO9001 2KEA
ISO27001 2ER
ISO27017 2ER
ISO27018 2EA
CSA Star 2KEA

0
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SOC2 2KEA
SOC3 2KEA
TRUSTED Cloud DE =E
FRARIP HhE
IS022301 2B
ISO29151 2IKEMA
HONE MTCS #rhn i
=& C5 BRI
CIPSE BRI

ISO20000 2B
ISO27701 2HIER
TRUCS CN HE

TEE=it SRS BT HE

Center for Internet Security (CIS) |2IKiEA
CJIS ESES|
DoD SRG =E
FedRAMP EEH
FERPA =E
FFIEC EH
FIPS EE/MEX
NIST =E
FISC [Japan] SN
IRAP [Australia] IIEPN
K-ISMS [Korea] FHE
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ASIP HDS [France] P E|
Cyber Essentials Plus [UK] =S|
ENS High [Spain] ki 37
G-Cloud [UK] EE
TISAX BRI

5. BIRRE ST

51 RBZRIBEREUR

RIBEAT —IMAPHMENKT WEEER, ARENSEPEITRKAFENETXR.

TUEREEANGBEZRESRPAELE, RNERIBARAENTFE, HIT2ME.
RS, BEWMREDEE (BUBKE. F05. 0T 8. =, W) SFHH

THRREEEER, SMBEREAT.

= Comcnty
[ tuyd']
- RILEESEBNRZ2HAD
B TAWRPRH = =
° AdE S B o 220 0 R 5 0 P R R D : R
BN, BEEH. HEN. EBN
© O xanrn ]
o JJJJJJJJJJ o W=AHBaf
o :
#

AHRELEESABNE—THE, BEENNREEENENRZERARE.

5.2 BUERTEX
RIBBNTTARLGRE, BRIERMENEBIRRIPENE, BIRNARNAMBNEET

TARBP ., MEXRR, FBAEFENNRSS, EFZHIEEHE, EPBNAIREL

REVERA DM ER, B51EN, EFFERIEIRERNSHE; RIBENRSRET,
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EREIREAIEE, ERFPEUIRBMENEITS, BB SIEUELIEMINAIIE, S5

RGIETERE, LEHANFHENNS, RISENERE PR RAIL RS SRE& A AR REE
DRH, HERSHRIRTEE P RORANT, e ihosaB iR, BN, AT HREEIESH, RIS

/I,

5.3 HUELE AR EEIR
5.3.1 BEREHIEHRIPEREN

AR RARSTRTAGRLAEED, BEGE. ESMLENEFEN, BFREE:
1) NE—HRN—NET AEBAIEE N B AN SRR EAB T,
2) BMBREREN—ARSEE. 5. 2E, BN TAGRLEERN.

3) EEREEMN

EAFPATTAGEERLEEN. K. SEE. I, ERERNE

¢l

o

4) =PBRAEN, EEsNMURN—TRSBAF ABUNEN, REEHERAFRINEE
HBERAMENSRDTAGREENBE, MK, 7. 5K RHE ER5RSEX
AR, BRARE, NERRIELEMFRTAGR.

) AFMERRN—URMRH. ZFENSENLGXATEETAGRNEE. Bry. ANF,
FIEZIMELEE.

6) WARLEEN—AESMHERNZEXGAELEENREEES, FRIVEBIEEER
HMFAFER, RIPTAGRNREME. TB%. JAM.

7). EEB5RN

mAFE#EEEAE. BIE. MRETAGE, UERBEEE. EH
WFERE.

5.3.2 P AR ERE

HSBIEZEMRMRIPERENRBRRE T ARG, RISAERIR T BT ARFA

AR TR, EIRERSHIVEM ERATRERERF T AN,
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B He

FLHER, FEtAEFEMNAFRIERITEHTER, RAEBEUTARRER:
1) RERPAER

® RIS App M IEAIFS FABLE

B [RIAFFBHSAFPNBRENAE TAGRITAGREE,

B RIFFEHRSMAFPRE LR PAGRRERR. FIEREN.

B [BRARMIBREAAFEBRE LR T AEENE=S5MH;ER.

B RIAFARESTERBEIHMS., App BEFAXESHAAF,, SHER, FRA
FENEATEN, P RFANESEENKE, WETABBEER, ERERA
FHEBEE, ZARAR LN FER PR RRIN T R TR ERS.
® [Hif Cookie F=HA

m [R5 TERE #Y Cookie BREL{EA,

m  I)EE1E Cookie FII™ & Cookie, RVFAF—8XH, & IMWILLAIINEE.

e AFREENEE

B AVFAPTE(ER App 3 WEB FIRSHNE, HERNER. BEZNEE
&, RBEEAHGEBENMTARR,

B AT HIMRBRENTRERSHEAER, BAAPER, RIBESNAF
REN LIRNEURHIT D, RNEERAPEERTRIERNLE, AP NER
38 APP EX FIEHE O,

B AT AP RET AT RTE S EH NRS, FESAERPNIKFER.
FERAER. RERFEE. AR ETRRERBAET EHANARFFHRMIREXAE

%o
2)  AME)4

RIS AR App HERBBENTARBR, THERIMNIARZS.

RIS AIE KRS E AN ENAGEBHIENERIER,
-
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3) HET (ERMERN)

RPEREBIENEE, JAET App LRIIKS I EHINESIRZ R/ BRAEMERNA
AP IKSHEXNBPARMTEORR. BRNRESEETRTREFENES. B
P33T App MIEREIRBHVERICE, BREIREEAFERBEM™ENKRENEESF.
HHEMTER, APITERBBREETAGS, XEEREE:
B FELATRR, BPERMER, MEREBRTAER:
> RBERBFEEANE, W&, ERTAMEREY;
> FRBEBERSEPHNNE, BE. ERTAERN.
B RBEREFREIINENEREBAFNNEARE=AHZE RILTAER, BBFPEKR
MIFREY, RBNIEMSIEHZ | EiLe9TA, FEME=7 KRR
B REEREREAMENERERPNNE, AFEETAGR, BERFERBIERN,

SRISNAIEMEIEAFIRENITR, HAREBNERIEXBRARIFENES.
4) YIE

HFAMAP EaRENTABREFENERSFT R ERNER, B RE App LFHE

o, AR APP EARIBHEBHFERFTDRIGES, PILABTIRE APP RIGEEFHAERE.
5) AIEHEX

FFEERES APP RIZHNEEFEFAERE, EXRGRHLFEHTAGRENSES— T
RIEHE,

533 HURA AT ER
1) 5.3.3.1 IEURE

R ISRABHRRIPRIE AR A B ARET ARRRF] AR TR TBHEKRESE AP 3 T EEE

SHEEERNKEENERNE, BIRERPIARBN, MRRSDEFREMNMHEITE

REEERESHN 18



Tuya Smart White Paper 'tlJ‘.JC'a
FIEELEEMBES

RS .

HEREFEET RIS FRITMEREIEMEBATBRINES SRITHGE, 7 sEETNEA
MERE. BiY, SHEASAEHFROPIA, WEHEBIE#HTEMD, REBEKE

HEEE,
2) 5.3.3.2 HUBTEfiE

* HIESXHEFERE
AT H AR SIZRIRERRBNVBIEFMERS, WEF AP HIEER AES256 #
TINETFENE, AP SURBUESII/MEIN—2 AES %, ERES SUBBIES #1THERIRE
L3, ENFHEIRRAERFOHTRA—NLZEEENT K.
MTHAPHBREREER, (ENEGSRRESXG, RBETHERP S EIRE LM
—RYBR AR ST IR
o HUETFHERXI
ARBIEH O —T R HERS TR REE. EETEAWS HlE5. EERER Azure
WS . BRI AWS L5, FERR Azure HLEEFIENENE (FEHEROZEMERSAEE)
BT HTRF BIERS T R RIBAF AR X RHEBNNEIERS, RESESTHRES
=
> HE: SEGRTFETELSIE, BBNSREREEMTITESS.
> XE: XEDANARMREE, AENEALTEEHENIE, B
Amazon AWS RIEERTITESS, REHBUTEEFSEILIEEE, M Microsoft
Azure RABMTITE X, BOARSTEERAFMHEEEA AWS LB, EFF
REIRS B ED{EMER Azure L5
> BERXE: BONETE MG, AREEE==EIE, B Amazon AWS 2

HEMTITESS, ARRE=FWETSF Azue 5. BUARSTNAIEFHERE
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E=5tE, B IRERSESERTERR Azue 5.
> HE: SRAFEZENE, BH Amazon AWS RFEMTITEX,
> @BEE AT RSET AR SIEAAATR, #F R MIRIA
PHIERSEFERETR, HEASREEMTITESS,
> HEER: REMERNERESRBE==EINEEHE, FESEDS
AREZXENE, BaiZ M MbXAONBERIER.
o HIEZEIATRIFHE
KAD MG, FIB SRS FENHBETERARKEN=TE, SiEESHEIEFE
RBSFAZREFEN (RO RE—TENEIE), AENHITHERESD. MIEERERRE T
BRSNS IREENS IR,
RISEUREERTRIERE, BAEMERIEN, TENMESHEFARNTAX., MEE
EREMZI SSD W&, SISHMANBNT R, HiENEENEERH2MREFECSFML.

BEFPNAER
EF VPC
Eft RW DB R RO DB
Aurora RDS o - . RDS Aurora
MySQL HM ¢ RDSVPC - fipgy MySQL

BREMNBIERS, SHITTENEETBERE, REBSREHBIENTEL.
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3) 5.3.3.3 HUERSLE

o HiEDEDR
RISNER AR AT EIRE 2 K 0 R RERFR R 5= = rYSCE, BRERLI 2 RIMANAE R A TSR
A, MRBXBIESEER.
ARISHIELURRIAR ., ABMAENEIERTOE, REBIENNE. ABNEREE. &
IBF 5 &EE, MARREBEHI TR S .
2R (RIBER DX RIGIERR) R THBEXD TAGRE . FaEREEMNELA
EBEE, RIBEARBIBIEREM AR SLTEM R EEZRAITR,
o HuEiplRNZEHIEN
> RBTREGBENENZHIENEFMELRNRED . SN NANA—NRER,
MiRfER PR SRR/, (RUHEAINER.
> YT EENERSERNIRIFRIT RS E R,
> WMREEFEAR. MEREAG. FITAGANAERTIBIRE.
o HUETIR
ARISTN BRI AONBERITHRE, KE. BVFEH S50, RIERIENZEIEM
NN
o HEEIT

=
H

SENHREERICE, BRMNARAFPNEIT. Y TEENEIRLE, FENNNEH
TTRARITEA, FEERAT.

* NIRRT
RN EASRTREEHE, FERBEMRMCSRSESERRT T ASREUE, K57
515 RFEPMEVSFALE, NEMNEFHMERTHR, BIEMENSREETRS
AL EERETAPEE, MERTAGEERTHNEER,

o TAGEREMGHLE
-
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WETAERRE, FBRHITEMRMCAIE, FRERANEEFENER, BEmRAtE

AURIRE S PTRB T IREIRB T AREIR 2D 176, ARRTEEENT AERLERTEFIR]
TA.

4) 5.3.3.4 FUB{REBRAER

NAEBRTFEAR AN B AT BN SR B, BEREZHR, NEPERRIBETAES
HUEMIPRE E R AR, HBBIEREIRAAER, ELRISRET [BUERE RG]
IR -

* BPTAGRNRBRIRERFRTTPHEE, EETABRMABTRSHE
XHWEH, BEASATAREAFEENEMEREIRINGE, ASIREBRA—ENLEFX
LR R IR BB IR RS .

o IKEFEWRRBOEIE, S ASFRENILRA WS BNMFENEIE, FIME
BRER A B (R BB A (B) RIS E AU B A AT IR ER

® HAFEMEFFFE=AMESFEMRBOLE, REELAS5EFPAE=A
HRMESRNERIERNER THTRE, Al A% RIERSTEMBARMRSE,

o KIE [BUBREBHREIMC] RN, EFASUREIRRE RIEH KA SR
BRTRSENS . HEPERRMIFEIESE REBIER, RIS IRRBIIRMRE T#T
WAT,

5.3.3.5 FRERENIEHER

ERFMREEFPHRENAEFENHE, —ERRAEW, EMBESHKENHITERERS.
ERY, HE EMRAIANFEIRE, #F HERSV|EMIRIE R M S R—NATHE IR H IR
BZfE, 7t BIERO,

5.3.4 #HELZEMRFARIPRIBARIE

1) 5.3.4.1 BIER2EH
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o HuREHmTEM
R BEUREMITTRE, BRHTTRLERY, SRETRTIRES TIHER, APP
S5nmMENE, BEERHVAC—SHA256 BIE,

* ANBBREEME
RIS R APP M ZERVE, IREN T ZERVET, APP MIRE ZERVET, IRENIR
BZEEIN. #MRAT AEs—128 W BIRABHITINEG, BHROANS, SEERE. £MiF
MRS EHIT A SRR B EREUSEH.

o (LEIBEMNE
RISTIFREY APP FIZ Z [BRTIBIN, IR E T 2 BRGEM, AEREHTTP 8 MQTT #{EMA TLS1 .2

G TE N, FERTEAIERRRE.
2) 5.3.4.2 ERIFHIERTE

AETRHZELERBREEEIRETENEEREE. WTE:

ﬁﬂﬁ _ 5
SHEINRELEFR -
TEERHNUNFRZMIPER
R SRR ' ﬁfsnu‘&“
© MET R ' H3iRE
© s
LLWEER L2 FRMEEE EpeE , WE
RBEEL BAKE, RS EMEE _ B o2
® ® ESEH 6 4 DS
ERE YEARBP °

B E

® RESTImEINFRI
m HUENE: {EF AES128 IIEBHIEAS.
B S{iR5: RIBEAREARFEIREERZIANL BREN, HLTRFZE
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RZEINE. THEHZHIFIE BIRRIRE,
B HEEE: —WE, RERERE,
B OEENE: £ TLS1.2 ZUEMEERIY, BIEBRHIAL.
B ZETH: BRCAXITERERFTREORRE, ARTEFEETE
RIE2FINZE key &,
B EIREIRIT RIETREEAERRENE, FRMERIRENIERE
A, ENERREERNRARERFRILZE.
o REFEMBENRIF
m HUEINE: (£ AES128 MEXRIERND, EREMNAER.
B SEH: RREEEMNSHE.
TTaRERE, FLE7 &,

IREFIHRERIP, FAE 10 .

=

5.3.5 FURRIFEOAL L E

1) 5.3.5.1 EiEEIBEM

& E R RN THIRZ MR RIS EE K, FRIGSER KT T HREIR &N ERRE)
o LEANEREE B B p9AR/E BRI IR N AR 7 BR 32 DXg [ ELA A B R (S fn A R B, OR
BT EMKE/ ER/ X FRIRECREEESNEL, A REFEHIELT.

RS, RIS RERE SREANAER N ELEREB L HARNT, AP TAGERR
REEFMEERMARSS S, FRPEIEMNKE.,

LFFBIESEBENLETE, FIBENRGEES MUBTOMNEIE, HEENMIELGED
MR T BRI IERY, B TLRTREBRSURN L, BURFRIPERENTZIN, 5

HIEEREEEN.

2) 5.3.5.2 HIELSLNENRER
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IRIE SR ERGRR/MVE RN, SRS EENEFL T AGREEIRNAR, BARIRE

2L, ACCEURAIERTE, EHRHEENR, HiggREREE,

5.3.6 BUEH=E

RIBRIBESMRSHRNEE, HESEASEWIIRT, 5= A RSIRUEEEFNEET

HIEHEZ, TEFH:

> BZABEZSAOMRSHE, il Google. AWS, BEBF EMBNAKSHERE
LENNANEEFES, ML Google Home, AWS Echo HX/RISFE A EEE
REHEN,

> B=HRERSHEMEUIFISERS, LR EFRIFRSIRUEE Nexmo, FHER
WX Google B Apple BRSS, SRISIESF R/ VU BUIRRNFHZER 5 RS B AUBIH 1T H =,
W3 RESFAEUBIHE, RIS =S RIS AT R HI S %, 81
SRR BT,

FFRAPTAERRN LR EHE, SHRERATERS, B HRMEHITRENRAXKG

PTG, ARNREARFENEZMAGESNEN, BBEKRANER, HERMEESHF

HENEE.,

5.4 YR L ERMETRZ
ERISR M EAVH XIERRS B, R ISR EHE5E = H BUR L IENADA T D EAEUREL

HER, RIEER (RNAFEZRE) #ITHRRERBRRIPAEEERZ, FERRIET

@B BEWBSFE, —AREE GDPR T4, PIA/DPIA i, HiF&RE, WOTF:
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start the Non-disclosure

start agreement (NDA)

Supplier risk is unacceptable Suppliers fill in the

— Rectification - ! .
evaluation questionnaire
Unable to rectification

Supplier Risk Reduced to Acceptable
Complete rectification PP P

- Sign the DPA - ——
Abandoning
- cooperation with - End
the supplier

Hep, EERHRENHMETIE, BIIEARAEBRANZENRAMENRE, MR EHE
TR, SRNBFEAIRRNANER, FIFRFIEERARENR, SNAGH
NAN RS B

MNENELZEENHLEARETREnAHEERRE. RIEERE. JiEREEnEH
EERE. SRIEH . RBSHENE. ARSEAREERE. BEMNIALENE, 5/
NE, BREE. NBREMHIFEANRE. ZEFHRNALE ., BREEES,

6. LEALANAGR

AT RAFBAEATESERERIR, BirtREBEFNENTR5RSEE, RBELS
AEES AARBRENIRENZE, BIET —TERAE, AT, THENNEFED
MTEXf, IMANHZIMEFERISEEET . TR, Rl FEEl. s
BEHHBIRESTHT . SRBNETHRRSSZIARTFETRNIRSHNRE, 7+
BEVLE LS IR A6 .

6.1 RESRAMERPEABFAR

RSB T WMSENZERARERA, ZEARA S MIRTRE, BNER. EEFEBRNA
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SMESRZE BRERE. BER. RiEFE, XFRBENZERERE. EIHMEM
ZE2EHTIIE, ANZEINERLZZENEH, BREXEEFHRITFNTWAT NI
MEWRMREEFENM, UEETTRNRLZEHRIAFRIP IR . i RIS SR
ElEHRS. BRADLZEMNSMERELN LESTRR. BT TEMEIRIZE. 7E.
g,

6.2 GMERR

BB, RIBAEKILTEMERR, HXBEBAFIAEZERASR, B CEO. CTO. CFOF
ShEEERRRRENERLRESRLWEMIN, EEREA—BIRGIE, HLAUESTEA
MMEMUERANESL, AR (BEECSENISHEEXR) RENEHSMEZT,
BRERRE T EERTRERSIN, TN REEMERIIM LM TMEEEBMR
A, HFXSHIENFRREHSS.

6.3 ARZEEHE

RN ANBRERIERI A S NBEA N BREEIER -, SR IIEEEEMm L.
TUHER, (ANTFREARGE) FFATMEE, RTEEHELEE, BRERTEN
ZHEHE, BREFMEESHAENEREUNBARREEE,

HR 27 & Offer B, SHMRIZEARITBNE RAERFER TS RNEHERRBWS
MEE, ATTANESHBEEE. BEE. MENEREBLTHENNER, ATHERITH
RS @ERIAIR . BREfZe,
ABEATANRFEZZNEMMIGETNENE R AENZZBEERNMEMFN. i,
EREZZRBMN, ®REMMNTRART BERRNARTCE, RIPFERERE. FBART
MRBEPEANNZSEERE, SEEWINE. FANE. AT ERNEFSAFNRE
WEEE. RATARENINNEE, 7 T ERIEM A SRS,

RIBR, REMENEmCHATERRRE, 8FIIFENERNBRGIN FEEFR

&, RS, SWKSFHRNETREY, SIRENFAFRNNL, THFEATRATSM
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Hit, 8ENEBRIN—LEHNTRHHITEHEIT,

6.4 ZEFIRBFESLEAR

ATRAZANNEZEEIR, ABNELZEEANRN, RIIVSHEREE, RIBARA
BT (RBERATEEREFM) , HAUEABETHARNERERIRHEFS, BX
ATHEFIMEZLREMIA, THRFBEIARMAS. MEMLTHRIMES, LR R 6
B2, BRIBEEN LEER, BENESHNTRINR, HEARRERRNT.

RIS (RTERREFM) SATRERIRMITAMTHIL, #TBTTENEZRRERIR
EZRNHE, WATHEDAFRELEHTE, TR ERESTEFRUARZEN
SERIEIHIERN, REBLATFRE; M ERZEBRIEFNR THE T EXAES
#it, MEIEZREM.

ABEEHAREB TN TEATERHTABIHRS, HNRERINEBENATHTEAT

Bik.
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Be

Tuya Inc.

BURPARIF @B A, R2HE12B28-12B48# 177 HRIBE, B5%
IFRBENLIMEN T 1950IF% ., &Ik 4012:008 =IEH¥ A F NS ERHEHIR3E T HiFE
AT

LWRBEEHRE: 1%< EXBE-FTIEZE, 1%-2% PRE-FAIEZ, >2% BXE-
AEES, EmMIRXESERNEARTES, mMATLATFBEA.,
FEURZPHIERLENEEY, BBMEFIAE, ®RIPTARASTET,
Attention everybody @Ff& A , Tuya Security team has conducted the Phishing
test for ramdonly 195 colleagues from Dec 2nd to Dec 4th. As of 12:00 today, 3
colleagues submitted their email account and password in outlook, which
captured by Security team.

The risk level is about 2% and this is non-acceptable for this Phishing test.
Please keep in mind the role that you take in Tuya and your awareness about
information security is extremely instrumental to protection of personal and
company asset!

[Microsoft Outlook BEFE ik 2 £ 1REE)

tuyasgryice 2020-12-02 17:41 QA Qo -
£E m TER

BHAOutiookELBBFERF, fREF

ARARWBENETOMABRERELCE, ERE SNE0E BTEDEN.
ATRBEKRFPHRESE. BRET-RANRAEBAESN.

BRI OS5 !

6.5 TEEEGERMEXZI

A TILAB) 2 REBERER NS EERREEEER, ARRMENNELLERE, 517
FEFBLZE AR EEAEITRA GRS IASRFRIFEREEIIL AR BNE %R
HER, KEINATFEFEFIHIBIEZ.

SEREHIBIL LLTAHAZEN, BREFRTREF R, BEWLEI, KRS
i, REZRMEF, SRERE], ZR2FARBESIF.

6.6 ERRERNIES

FRBARZERNFTZEFABNIMERRERNR, EEEAATINTEREE, BRAT
BREARMNRE ., MM, BRDRMRS  REF)EFERRT L2 RBICEII,

BEMREEREIN, #EAZEREEI. WSREE)IF.
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7. ZTFaR2RE

71 YELZSE

RISTERMBERM I ERSIRER, RBZFEENAEITELREHEZE. BE. F4.
AR R . SR TAERIER OB XNEMTEN R EER, BT —EE2H
MEZEERRR, MEIERE, BIRREE, ARSTHRNERETT, BEFEUERRILE
STFAEEPONYIETIMNERE.

7.1.1 S RANEMIZE

FBCTFEEASBREMBNEENRSE AWS, Azure MBS, WESKRSTA.

NEFPRMEZE. RE. F4. RN ELD.

A TREFEEWAIMEREE S BRS D M SRS MHAISZINER, BEESTE.
ROMPEER . ERMZRER. ZEFEE. EEFRSMENE T H XM — S Bt BiER 55
BEBARTEEBIHEEN AWS LURFO. EERERF TR Azure HHRFO . BUMNE
Z5efE AWS IR BUNBIIBES T Azure BiEH/ O BB LB ENBINSH S E
RHMARS T RE, EMIBEEEEE. K. X, KR 2RFSMEF (I

RIEEWEFREREDTT ZAK)
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RIS T RIEHG RN RSE E T AEEEF O AEXE, MRIEWSHERMEER,

RIETATEFEEFEHNER T EERIRFMRUE.

fRSS=3 iR WIEUE ERER
Bz FELE FREABE
AWS EEH#N XE | RBRE | ZKEM | BHDH | BHE | £

e | RE | BA 88 | St | ERERAL |
BAET . BMBR . BluE . HERE . BAE |
FEREZR . BRAL | EEAT | FRE | fii= .
=E . B4 ( HE . BF . PEEFEE | FER] |
FESE . AT

RBEE=71E EiRs. EEZMH. REA. RIEMHAERIA. RiEE
TRED, ZRETNRAED. FEHE. BRA. 8K
ik, FRANERNED . SEEAS. E5EIH
. XD, ZRFEL. Z2FAL. ZXKER. E3GF
SN T B SRS ES. ZERMEHT.
FEM . Bk EET | RRRFMIE . REH . A
FEX . REETE . EAMNR . EE2EEL . B2 | ]
AL . M5k . mEWER . BAR L 28 (N
T . BEKE . MLEEW . FJRA . oA . BBA
I . S . P4k . BXE | #15H . FE/LAL |
mE . RIR () . RIR (B)  RFHA . FSR.
FEOE | BRE®LET ( RBE | SHiR . BEL |
BREL . BFix | fmiEE . RRIER | BT |

oyAmErm |« BREeE . EERF . AKEL . B
-
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Azure EERERT |/

s |/

7.2 MFLE

7.21 B2

RIS TIARAMIRME L AP, B85 WAF (WEB FIABAALE) | BRESHDH
F&. RASP (RMABENZEMIPRAZ) . CNSPs (ERAEREFA) . HIDS (EHA
BIEMAL) . HoneyPot (i) FZERHIPIE, MERAZRM EZRRZHEIRFIT

MRz B B EX MR E TR EAD o

RIS TR BB 2R E A T -

PSKIR (ZeH, VPCRIUEMRE). NATRIEIRS) ZSEEE SHREBNTE NE=3
WAF AntiDDoS wEEE SOC WhrEe
_____________________________________________________ a1
RASP HeneyPot IEke IAST nHECEE NGFW
_____________________________________________________ WIS
CNSPs B HibhE BT SIEM
RN
VPN
HIDS EHIE AR HigHE AEEN ReXR
77777777777777777777777777777777777777777777777777777777777777777 DLP
MR BIE/KMS FRETE EBFL HitRHE  OkEen SEESLR
550 EET WTER LTINS k=t HESHLE PaYATES

722 MEBELZE

RIS T A LHRIATA NSRS RAVBEIIRA TLS1.2 REMIN, BFIREM

APP 5Z=imfVEN, HERMA APHEOLABERERNTLS FLEES, EEBNEFREM

ImOARANRZERE. BN, BRNASIIMER AES128 INE, BHETETMIRENA
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PRENAER, RIETBHANE— 22, NENMBRPFENIRENZZ.

7.2.3 WARHEMARIZES

ARISHIE T AR BN A& R B AN, BT IENIZ RS A LM AR ARE . FFR
LR, IR . 7= W EFRTHIERIFNFRELF . RIS THRIERILA AL LTS R)ER
NEBWE BT . FTE A LUEMNASTIMEREEFMEFTE B 2 SHN, HAHMEIT R4
MRS B A RIZR], 7T REER SRR ERE RS, HEFEREREHIT,
HXNTIRAP BENMEIARIRE, RISREEM TR BERIAIZHHRE . ZFEaRE
ThAEMEEPRE EE . WEB ZHIEN RS ES SMHRIE. EORIE ID 5iH0BPELE
MF, BWREFS REEBOERFPFENBEXEE, BRI SEF ZEMHERE.
7.2.4 WER

RISTHIBRS T ENBEMERZ M, W27 WEEIgNREEESN, BRI
NEARE RS EEIM KL 55500,

EEY, RATROMEZIEAN, BNEHTDREZMIENEIE, EBTHMNENEEE
FMIREMMNIRRE, BERNERSFIEENPABEMAYET, SIMERMBRER,

RIS Z SRS T RE B TE:
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B R 48 TUSR

RDS RDS & RDS #&

7.2.5 DDoS fhiF

RIS B2 DDoS B &R, BEEX—ERER DDoS Bt # TS, SENMNERN
IP #bhEFHE . BSFZIRSCER D R BT S BE9SRI25/B % WA TCP Flood, UDP
Flood, REIMARE. TCP/UDP 5 FiR(BiE . B IKd. DNS IEHH TR
=8 BEBXNARE CC KE. HTTP 81 EK & . SSL DDoS K. SIP Flood 1 MQTT &
BREHTIRB A E,

FEY, RI5HTREWSHIREN, FNFET AWS, MR Azure ELF AR DDoS FAHF
INRERIPERIEEIERL, BN, BEFME%ESD.

¥} F CC K ifi(Challenge Collapsar), WEBEIE A AIEF WAF thi#1T 7T —ERENREE
ARG FIBERR . FAT AEPEENFEIER B SN DTS B= BMBIREUE, #1115

HERYIP AT, SRR SRR,
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B He

7.3 NZBAR

7.3.1 WENEATT

BIPAARSE, NA. MEFHTINNWAEHEITNRESH, UEAMIMEZRT
ARSS, BEBRERMRZENK, EHMLEEN. BIZERE=SRMERED, RTR
SEHIP Hhht | RN ERMIEIRIER, AT XS WAF RIFEET,

7.3.2 WENZBHIP

BT WEB RABRASE (WAF) | NRBENZZHIFAR (RASP) MIZREREFEESE
Z 2P TRHTNEEET,

WAF BES3SCIN N S REURREI DA, BIANATTCECANI=E.

.
‘ TuyaSEC EERG  REIRE  ARMP  ToEE @RS
£ WHCE BAELE . SRETH
WEBFS
g oo
B musinicn
WAF Rule Management
- EIG
Base ReallP P Host Referer URI Header UA Cookie QueryString Form Network Replace

E 30002
B |mrewit i -

ZER AT Cookield, @ “ERm
@ NDsFES

Q Search..

B HpsHs

o =m uE EfE. R Cookie EE. DR @S RT  Actio

] Path-Traversal * o Mo W\ jio No de. on & 13}

1 Others . - No A\ jio No de. on @ F

2 Sql-Injection . - No select.+(from|limit) jio No de. on & 5]

3 Sql-Injection * - No (%:(union(.»?)select)) jio No de.. on & i3]

4 Sql-Injection * - No sleep\((\s*)(\d*)(\s*)\) jio No de.. on rd 4]

5 CC-Attack . - No benchmark\((.*)\,(.*)\) jio No de.. on & 3]

6 Sql-Injection * - No baseb4_decode\( jio No de.. on & 3]

7 Sql-Injection + - No (#from\W+information_s...  jio No de.. on & 3]

o Cal_lmiartinn * - X 1212 riirrant \icarldatah i LY B! - -

]

RASP (RZAEIETTRY B BfRIP) BEBSEIZIE NIRRT N FRIARSS IR (R R R A B9 SE AT B
1P, AIRAMEAERTERES AR A FH R R N B AR R IFR T ARSI AR AR .
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B AR - - I
£ e BUER] g

AERESRA ©BEANE QNIE4 CRIEE O TNEE JOESE 4 EEEE o XEEE B EREE

YHEd NERAE) ®XTET, AT BIPRE XH

Iﬁﬂg;{# EBRRES - Rk - £ 07/29/2020 - 08/29/2020 Q Mt
¥ 4R, BR1/1597 2]3|4
Bitifi] URL BERE HEART  Bhsl REES R{E
2020-08-27 atibt 156 HEELE OpenRASP-IASTIRIIINE - iAfSlurlfthost [ A P MAIES)  LEINE
18:10:48
me/add
2020-08-27 | iUpsjvac. o s s .97 EHmE OpenRASP-IASTIRAISHE - thlalurlfhost e[ AP ARSI EE IS
18:10:24
- add
2020-08-26 - . e pans  ([EEEN SQLI - SQL query structure altered by user input, requestpara %4
15:49:44 a0 data meter name: input_json->sqlConfig-=layers->1->y->0-=realAli
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