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1. Introduction

MediaTek NBIOT FlashTool is a flexible device flashing tool for applicationdevel opment on MT2625 HDK. It
primarily supports downloading, formatting andreadingback the binaryfrom a target device. The NBIOT Flash
Tool provides highspeed download. It supports the USB and UART download.

This document guides you throughthe following.

e The downloadoperation. Itis used to downloadthe softwareload to a target, seesection3.1,
“Downloading the firmware”.

e Theformatoperation.Itisusedto erasethe flashmemory of thetarget, seesection 3.2, “Formattingthe
flash”.

e Thereadbackoperation. Itis used to read the datafromthetarget device’s flash memory, seesection 3.3,
“Readingbacktheflash”.

e The backupoperation.Itisused to backuptarget’'s NVDM region to a fileor restore NVDM to target from
afile, seesection3.4, “Backup/Restore NVDM region”

© 2019 MediaTek Inc. Pagelofl4
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2. MediaTek NBIOT Flash Tool

This section provides an installation guide for the NBIOT Flash Tool and covers the following items:

e The supported environment forinstallation.

e Installingthe NBIOT Flash Tool.

2.1. Environment

The NBIOT Flash Tool can be used on Microsoft Windows XP (Professional) and Windows 7/8/10 (32 or 64 bit) PC
thatsupport USB interface communication.

2.2. Installing the NBIOT Flash Tool

To install the NBIOT Flash Tool, simply copythe package folder to your Windows computer. No further stepsare
required.

Therearefour maincomponents included inthe NBIOT Flash Tool package, FlashTool . exe, coda.exe,
DownloadlLib.dll and Download Agent (DA)file.

2.2.1. FlashTool.exe

This filelaunches the graphical user interface (GUI) program for the NBIOT Flash Tool. The GUI invokes coda.exe to
perform firmware update operations.

2.2.2. coda.exe

coda.exeis a console mode program to perform firmware update operations.

2.2.3. DownloadLib.dll

DownloadLib.d1lis thekernel library for coda.exe, to perform Boot ROM (BROM) and DA handshaking
operations.

2.2.4. Download Agent

The NBIOT Flash Tool downloads the software binary named DA to target device’s internal SRAM and executes it
onthe target. The DA handshakes with DownloadLib.d11 to performa download, readbackandformat
operations usinga USB or UART interface.

2.3. Installing the USB Driver

To install the MTK USB Portdriver:

1) Installthe MTK USB Portdriver underMS_USB_ComPort_Driver folder.

2) PlugintheUSB cableconnected to thetarget deviceto your computer’s USB port.
To determine the COM port number corresponding to your device:

1) Open Windows Control Panel and click Systemthen

a) OnWindows7and8,click Device Manager.

© 2019 MediaTek Inc. Page2 of 14
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b) OnWindows XP, click the Hardware tab and then Device Manager.

2) In Device Manager, navigate to Ports (COM & LPT) and locate MTK USB Port (COMnn), as

shownin Figure 1.

Note, the driver version mustbe 1.1032.0or later;anolder driver does not guarantee the download without

problems.

[5 e (ot | j
= Device Manager “ L=lLC MTK USE Port (COM3) Properties

==

File  Action

&= = HE

Yiew Help
e

| General I Port Settings

| Driver | Details |

4 = PC14090140
>-3 Batteries
> -8 Computer
= Disk drives
- B Display adapters
L >-l:'§-1'_.‘ Human Interface Devices
s g IDE ATA/ATAPI controllers
> -Z2 Keyboards
[ --B Mice and other pointing devices
- B Monitors
»-%F Metwork adapters
475 Ports (COM & LPT)
.. Y3 Communications Port (COM1)

i =15 Printer Port (LPT1)

b I Processors

b -% Sound, video and game controllers
b M System devices

- E Universal Serial Bus controllers

Driver Details

Update Driver...

Roll Back Driver

Disable

Uninstall

MTK USE Port (COM3)

Eﬁ_ﬂf
Driver Provider: MediaTek Inc.
Driver Date: 2010/7/28
Driver Viersion: 1.1032.0.0
Digital Signer: Microsoft Windows Hardware Compatibility
Publisher

To view details about the driver files.

To update the driver software for this device.

ff the device fails after updating the driver, roll
back to the previously installed driver.

Dizables the selected device.

To uninstall the driver {Advanced).

| ok || Cancel

Figure 1. Installing the USB driver
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3. Using the NBIOT Flash Tool

The NBIOT Flash Tool is used to download, formatandreadback images on the flash memory of the target device.
The main GUI of thetool isshownin Figure 2. Eachitem on the main GUI will be described indetail inthe following
sections.

rTi loT Flash Tool A s——- - - E@Jﬁ

“*"}Icmport = -J I [7] Enable Download without Battery D
Download | Config File | D:/NEIOTeR 3= ftest load/MP5_20 190423 _080031/flach_download. cfg II Open I Start

Download Information
| [#]  Name Begin Address End Address Address Type File Path

Format

COM port
options

¥ BootLoader (08002000 0x080086d0 physical D:/NBIOTERIT ftest load/MPS5_20190423 ..

@ @ ROM 008012000 008184114 physical D:/NBIOTERL ftest loa i/MPS_20190423 ..
. - ReadBack
Configuration

file
oTP

Backllp

[LDQQ'HQ.

o

Settings

DA

Download
Agent

o
H
e
Chip
Information

Progress bar 0% |

and status abous 0KB/S 0Bytes 00:00:00 |

Figure 2. NBIOT Flash Tool GUI

3.1. Downloading the firmware

To downloadthe firmware to thetarget device, use the USB or UART interface, the UARTO of target deviceis used
for download. After opening the configuration file, Download Information will be displayed, including Name,
Length and File Pathof the firmware binary, as shown in Figure 3.

3.1.1. Download the firmware using USB
To complete the download operation using USB (see Figure 3):
1) Power off thetarget (USB cable mustbe unplugged).

2) ClickDownload on theleftpanel of the main GUI.

3) SelectUSBfromthe COM Port drop down menu. If don’t havethe adapter or battery, clickthe “Enable
Download without Battery” option.

4) ClickOpen to provide the configuration file.

© 2019 MediaTek Inc. Paged of 14
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5) ClickStartto startdownloading.

6) PlugintheUSB cableand presspowerkey to power on the target.

r -_— TR ———— B
7 IoT Flash Taol . = ) e

@ ICOM Port [USB hd ] I [] Enable Download without Eattery a
Download | Config File |D:/NBIOTER 2 jtest load/MP5_20190423_090031/flash_download.cfg || open Start
Dawnload Information
MName Begin Address End Address Address Type File Path
Format
@ BootLoader 0x08002000 0:080086d0 physical D:/NBIQTHRIT ftest load/MP5_20190423_...
ROM 008012000 008184114 physical D:/NBIO TP ftest load/MP5_20190423_...
: ReadBack
tl
oTP

Figure 3. Download the firmware to a target device using USB

3.1.2. Download the firmware using UART

To complete the download operation using UART (see Figure 4):
1) Power off thetarget (USB cable mustbe unplugged).
2) ClickDownload ontheleftpanel of the main GUI.

3) Select COMnn fromthe COM Portdrop downmenu, press “CTRL” + “U” key to enable the “UART
Baudrate:” drop down menu selection.

4) ClickOpen to provide the configuration file.

5) ClickStartto start downloading.

6) Press powerkey to power onthetarget.

P ™Y
1 IoT Flash Tool =] B e

@ ICDM Port  [comM1 v ]I IUART Baudrate: (921600 I CTRL+U u
Download || Config File [D:/NBIOTeR 2 jtest loadMP5_20190423_090031/flash_download.cfg ||[ open || Geart
Download Information
Name Begin Address End Address Address Type File Path
Format
Bootloader 008002000 008008640 physical D:/NBIOTHIL ftest load/MP5_20190423 ..
@ ROM 0x08012000 008184714 physical D:/NBIOTERR /test load/MP5_20190423 .. | |
I| ReadBack

Figure 4. Download the firmware to a target device using UART
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3.2. Formatting the flash

Similar to download operation, the formatting also can be done through USB or UART connection.

Open the format configurationwindowby clicking Format on the main GUI of the NBIOT Flash Tool, as shown in
Figure5.The Format Information section provides formatting options and enables setting the target module to
format. Thetargets to formatare specified under Module Select drop down menu, Main, suchas MT2625

chipsetand GNSS, suchas GNSS chipset. The GNSS formatting optionis onlyavailableif the configurationfile
loaded on thetarget device contains decrypted binary software forthe GNSS. To automatically format the whole

flash, select Total Format option. If Manual Format s selected, the NBIOT Flash Tool will format the flash
accordingto the user settings. The settings containthe address type (Logical or Physical), Begin Address and
Length. Thelogical address starts at 9x00000000. The physicaladdress of MT2625 starts at 9x08000000.

3.2.1. Format the flash using USB

To complete the format operation using USB (see Figure 5):
1) Power off thetarget (USB cable mustbe unplugged).
2) ClickFormat ontheleft panel of themain GUI.

3) Select USBfromthe COM Portdrop down menu. If don’t have the adapter orbattery, clickthe “Enable
Download without Battery” option.

4) ClickOpen to provide the configuration file.
5) Selectformatmethod under Format Informationsection.

6) ClickStartto startformatting.

7) Pluginthe USBcableand press power key to power on thetarget.

r N
7 IoT Flash Tool = | B )
R T ————
@ COM Port [USB - ] [] Enable Download without Battery u
Dawnload | Config File |D:NEIOT=R2 ftest load/MP5_20190423_090031/flash_download. cfg | Open Start
Format Information
Module Select :
F t -
erma ) Total Format

FlashTool automatically formats the total flash area

ReadBack
() Total Format Except Retained Region
aTp
| FlashTool automatically formats the total flash area except specified retained region
BackUp @ Manual Format

Specify the begin address and length of the format area
- ) Logical @) Physical
Logging —l

Begin Address : | 0x03000000

a- Length : | oxooz00000 |

Settings

Figure 5. Formatting the flash of a target device using USB
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3.3. Reading backthe flash

To read back the flash, click ReadBack on the main GUI to open the configuration settings. The ReadBadk
Information section enables adding or removing flash memory blocks according to the readbackfile on a s pecified

target. See section 3.2, “Formatting the flash”, for moreinformationabout Module Select.
3.3.1. Adding and removing readback files

To add a readback file:

1) ClickAddtoadd a readbackfile,asshowninFigure®6.

-
7] IoT Flash Tool o B o e - g 5] |miSom
@ COM Port [USB n ] [ Enable Download without Battery D
Download Config File |D:fNBIOT':PKJ"testIoadfMPS_ZD190423_09003lfﬂash_download.cfg Start
ReadBack Information
Module Select :
Format
@ + Add | == Remove
ReadBadk MName Begin Address Length Address Type File Path
Rom0 000000000 000200000 legical D:/NBIQOTHI /MBIoT_FlashTool_v2.8.3/R...
aTP

Figure 6. Adding a readback file

2) ClickSAVE to provide the File Path of the readback file, as shownin Figure 7.

(57 ReadBack File )

File Path: C:ftest_load/Rom1l Save
Address Type

@ Logical Physical

Address

Begin Address : 0x00000000

ReadBack Length : 0x00000400

ok || cancel

Figure 7. Opening the readback file

3) Choosethe Address Type of the flash either Physical or Logical, see section 3.2, “Formattingthe flash”,

for more details aboutthe address type.

4) Provide Begin Addressand ReadBack Lengthintheircorresponding fields under Address section (see

Figure7).
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To deletean existing readbackfile, select the file and click Remove, as shownin Figure 8.
[ &1 10T Flash Tool E=SEal™ )

@ COM Port [USE hd ] [] Enable Download without Battery

Dowrload | Config File [D:/NBIOTHR 2 ftest load/MP5_20190423_090031/fiash_download.cfg || open Start

ReadBack Information

Maodule Select :
Format
@ + Add | == Remove

Mame Begin Address Length Address Type File Path

ReadBack

P selected reverse display

Figure 8. Deleting an existing readback file

3.3.2. Readback a file using USB

To complete the readback operationusing USB (see Figure 9):
1) Power off thetarget (USB cable mustbe unplugged).
2) ClickReadBack for further configuration.

3) SelectUSBfromthe COM Portdrop down menu. Ifdon'thavethe adapteror battery, click the
“Enable Download without Battery” option.

4) ClickOpen to provide the configuration file to enable the Module Select.

5) Click Add to assign a readbackfile witha specified memory range, seesection3.3.1, “Addingand
removing readback files” for more details about the add function.

6) ClickStarttostartthereadback operation.

7) Pluginthe USBcableand press power key to power on thetarget.

' ™
] IoT Flash Tool =R

— T T S - - g - — T —
I @ ICDM Port [USE hd ]I [] Enable Download without Battery u
Download | Config File [ D:/NBIOT= 2 jtest load MP5_20190423_090031/fash_download.cfg | Start

ReadBack Information
Maodule Select :
@ + Add | == Remove

MName Begin Address Length Address Type File Path

I I Rom( 0x00000000 000200000 logical D:/NBIOTH /NBIoT_FlashTool_v2.8.3/R...

Figure 9. Reading back a file using USB
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3.4. Backup/Restore NVDM region

To backupor restore NVDM region, click BackUp on the main GUI to open the configuration settings. The NVDM
Information section enables backuping or restoring NVDM region to or from a local PC file. NVDM region

informationis descripted in the “nvdm_region” section of configurationfile.

3.4.1. Backup NVDM to file

To complete the backup operation using USB (see Figure 10):

1) Power off thetarget (USB cable mustbe unplugged).

2) ClickBackUp for further configuration.

3) Select USBfromthe COM Port drop down menu. If don'thavetheadapteror battery, click the
“Enable Download without Battery” option.

4) ClickOpento providethe backupfile, select Back up box.

5) ClickStartto startthebackup operation.

6) PlugintheUSBcableand press powerkey to power on the target.

Figure 10. Backup NVDM to file

' ®
] IoT Flash Tool - =NACN X
@ COM Port [USB A ] [] Enable Download without Battery n
Download Config File | D MBIOTR 21 ftest load MPS_20190423_090031/fash_download.cfg QOpen Start
NVDM Information
Back up
Format
@ File Path:  D:/NEIOTeh = NBIT FlashTool_v2.8.2backup
ReadBack [T Restore
Ll
File Path:  D:/NEIOTeh = NBIoT FlashTool_v2.8.2backup
oTP
Backidp

Ifthe NVDM regionisblankin target device, e.g. a total format operationis done before backup operation, then
no NVDM data is backuped and the backupfilesizeis zero.

3.4.2. Restore NVDM from file

To completetherestore operation using USB (see Figure 11):

1) Power off thetarget (USB cable mustbeunplugged).

2) ClickBackUp for further configuration.

3) Select USBfromthe COM Portdrop down menu. If don'thavetheadapteror battery, click the
“Enable Download without Battery” option.

4) ClickOpen to providethefileto berestored from, select Restore box.

© 2019 MediaTek Inc.
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5) ClickStartto starttherestore operation.

6) PlugintheUSB cableand presspowerkey to power on the target.

-
] 1oT Flash Tool e — e ——— — . — P g

@ ICOM Port [USE hd ]I [] Enable Download without Battery u
Dowrload | Config File |D:/NBIOTeR 2 ftest load/MP5_20190423_090031/fiash_download.cfg || open start
NYDM Information
[ Back up
Format
@ File Path:  D:/NEIOTeh = NBIoT _FlashTool_v2.8.3backup
ReadBack Restore
File Path:  D:/NBIOTsP 2z NEIoT_FlashTool_v2.8.3/backup
aTP
Backllp i

Figure 11. Restore NVDM from file

If targetdevice’s NVDMregionis notblankandthelengthis notequal to thelength specifiedin configuration file,
or not equal to thelength of file, then tool will stopwith anerror message box.

3.5. Logging

Loggingis aconvenient operation to enable debugging andstoringlog files for further processing. Click Logging,
as shownin Figure 12, to automatically save the debug message to thelocation providedin the Settings.
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-
% IoT Flash Toal

COM Port [USEI - ] [7] Enable Download witho

©

Config File |D:,."NBID'I‘=|=E,."tE5t load/MP5_20190423_090031/flash_download.cfg

Download

Download Information

®

MName Begin Address End Address Address Type
Format
BootLoader 008002000 (08008640 physical
@ ROM 008012000 O0B1E414 physical
ReadBack
oTP

pressed: logging

unpressed: no logging

Figure 12. Logging a debugging message into a file

3.6. Settings

The setting option enables configuring the logging and USB interface settings. Click Settings on the main GUI of
the NBIOT Flash Tool (see Figure 2) to change the debug | og file path under Logging setting, as shown in Figure
13.

Li i i Y
— £# Settings M

> | Loggi
gging
n T Log Path: D:NBIOTeR Open
Settings
System [7] Enable DA Logging Channel

NVDIM

DA

Figure 13. Configure the Logging settings

You can also enable or disable the USB 2.0 connectivity support under USB setting, as shownin Figure 14. This
option changes the USB 1.1 full speed support to USB 2.0 high speed.
NOTE: MT2625 onlysupports USB1.1.
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i £ Settings @ &L&J‘

Fiian [

3 Usgqq: \ _J Enable USB 20

; ‘éysiem ‘ | Enable Download without Battery
NVDM

Figure 14. Enabling the high speed USB connectivity support

You can also enable or disable the download without battery support under USB setting, as shown in Figure 15.
This option changes the charging method of target. Enabling this option, target usedthe power provided by USB
cable.

% Settings — g e gy ol e 7 st Tool
Legging
= [C] Enable UsE 2.0 COM Port [usa v] [ Enable Download without Battery
System [T Enable Dorinload without Eattery Download | Confia File [D:/NBIOT=R frest load/MP5_20190423_090031/fiash_download.cfg

NVDM

Dawnload Information
MName Begin Address End Address Address Type File Path

Format

7 Deatl ander ALABANIAAA ANGANGA.AN RS P RIDTATY

Figure 15. Enabling the download without battery support

You can disablethelong-press power key setting, as shown in Figure 16. This option can’t disable |ong-press power
key to shutdown target function.

£} Settings l v i:-?-r

Loaa
UE;nglng [ Disable Long-Press Power Key Setting
System [ Enable Download Port by AT Command
NYDM ]

@ USB UART

AT Command Port Vid: |0x0e8d | Pid: |0x0023

[ Completely Power OfF after Disconnect Target
[ Enable Prompting to Confirm Update Software

Figure 16. Disable the long press power key setting

3.7. Download Agent

A dialog window will open once you click DA Download Agent on the main GUI of the NBIOT Flash Tool (see
Figure2).Click Open to change thefile path to your DAfile, as shownin Figure 17. The Version and Build-Date
of the selected download agent will beimmediately displayed. For more details on DAseesection 2.2.4, “Download
Agent”.
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-

DA Download Agent

Version: DA_v2.8,2.00

Build-Date: 2018/12/14 15:43:55 K

.
T |-t
File Path  BIoT FlashTool_v2.8.3/MTK_AlInOne_DA.bin +

R ——

Figure 17. Configuration dialog for the DA
3.8. ChipInformation

Click Chip Information on the main GUI of the NBIOT Flash Tool (see Figure 2) to find out more about the target
chipsetincludingdetails on the Chip ID, PSRAM andSerial Flash, as showninFigure 18.

@ Chip Information I. 2 |&I @ Chip Information I. ? i&]

Chip ID MT2625
HW code : Code : Dx2625|
HW sub-code : HW Sub-Code : 0x8300
SW Version : SW Version : 0xBadD

PSRAM SRAM

Size - Size : 0x0D018000

Serial Flash serial Flash
Flash Name [mAX] MX25U3233F
Size : Size : Ox00400000
Flash 1D : Flash ID : OxcZ Ox25 Ox36

b

Figure 18. Chip information of a target device

3.9. About

Click About on the main GUI of the NBIOT Flash Tool (see Figure 2) to find more details about the NBIOT Flash
Tool, as shownin Figure 19.
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B ~bout o |

IOT Flash Tool

Version : v2.8.3.0
Build-Date : 2019/03/21 12:01:41

Download Lib
Version : v2.8.3.0
Build-Date : 2019/04/16 16:58:24

Download Agent
Version : DA_v2.8.2.00
Build-Date : 2015/12/14 15:43:56

Figure 19. NBIOT Flash Tool's detailed information

3.10. Progress bar and status

The progress bardisplays the progress of download, format and readback operations, as shown in Figure 20.
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Figure 20. Progress bar and status details
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